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L 2018 4 2021 £ 2025 &£ (FiHl)
S o U AT{EN 92 &N W 221 &M W
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7 Munich Re, “Munich Re Global Cyber Risk and Insurance Survey 2022” (2022.6)
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19 ENISA, “ENISA Threat Landscape 2022” (2022.10)
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22 Lloyd’s, “Shifting powers: physical cyber risk in a changing geopolitical landscape” (2022.6)

23 Marsh, “Global Insurance Market Index 2022” (2022)

24 Aviva, “Cyber Threats in 2022: Managing the risks to your business” (2022.3)

25 Aviva, “Helping businesses manage their cyber risk” (2022.4)
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7= NMA464 (War and Civil War Exclusion Clause) 29|ZHEL T\ 530 (KFE 55
), FBEe A X2t BEL O =— a3 VOBPFRERENFEL TS,

B3 5 War and Civil War Exclusion Clause (NMA464)

JRX BAREERER
Notwithstanding anything to the contrary contained BB DEDIZH D BT, RIRREEHE
herein this Certificate does not cover Loss or Damage X, BRF RIS, AEOBOITS, Ho
directly or indirectly occasioned by, happening through | 174 (E#AGEOA®IIMbDV), N
or in consequence of war, invasion, acts of foreign B ROEL. A, 2B, R E I
enemies, hostilities (whether war be declared or not), NOER, I, Efl, £72I3BUH,
civil war, rebellion, revolution, insurrection, military ¥, \E’JH%E"Q MEHFBRIKICED, £13%
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6 M) NEHINLE LT, AREFTERLE,

20221 H, =2—Y ¥ —U—M@E%HHPT (Superior Court of New Jersey) 35
L TR RBREAAIFE S, HIRFIZ Y A N —I B L CL BRI R SR EH S D &
IFHEE L T otz & LT, S RRESAEIS, F 14 @ VORBR S SHA % & Uiz (X
KT, BRBHRTIE, FOMRFEThoTe TEY A N—BEN, v v T B
WZEDHEDMNEI D IZHOWTR, UL bnehot,

¥, ZOHPRITIBNT A =BT, Unfihy7Ze (traditional) | BOGHITT 2%
fEb7en) &Lz Z Lok LT, THERRY ] &V ) SHEIE, Ykt BEREICITIRD
IR STV EORFBENRS D, o, ARIEHFTNE K Liz@EOHFIN,
BRI E D TH D72, T2 D OFRBH SRR TR, A =B IR E
SNTWeholz) LOMHGH 537, HERREMHIT, ZOHRERRE LT EHFL
TW5,

HRIIZL B &, 1FEACORBENIZENT, BEREORHTHDLEDZETH D,

B = o — Uy — U MNEERHENE, —FEEENM  (trial court) & T EFFRFETENM  (intermediate
appellate court) ZH L TW\W5, Z2BHEFIL. INOKEFHHFTTH D [Supreme Court of New Jersey|
MR- TWB,

36 B 21X, WAREBELREICKIT 2 4] I TEROEHNEGEEND )] & Ll E LT, 1953 0|
P (Stanbery Xf Aetna) MBZEIF LN TV 5D,

37 Carter Perry Bailey, “It’'s War — But not as we know it?” (2022.5)
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BE 6 Merck DRIRZNIZE T I/ BENTLARRERORE (KR

"X

BARRR

A. 1) Loss or damage caused by hostile or
warlike action in time of peace or war,
including action in hindering, combating,
or defending against an actual, impending,

A D UTOERICED, EEo, ZLo7z,

FIETRINDIKBAE, B, £721X
B3 2 7= D178 & S de, ERFE 721384
B D ORI 72 BRI 2 T A K - TB &

or expected attack: B S BAEITEE

a) BUFH L IXEME QB LEELITFEE
). EiFkEE, WE, b LIEERELY
RE, EHT2Y4F

a) by any government or sovereign power
(de jure or de facto) or by any authority
maintaining or using military, naval or

air forces; b) B, WEE, FIXEE
b) or by military, naval, or air forces; o FOXIRBUF, HT). . ETIEERK
c) or by an agent of such government, ) 3=}

power, authority or forces;

Z OBRBEEKIE, RESEA, B, £72012C
ko TElEEZ SN, FHRITEFALICE
NI 2L FEITEEICH LT, RRFEZX
DA T KT ST D MO FIA F 721 A
Ry MR <, HE L,

This policy does not insure against loss or
damage caused by or resulting from
Exclusions A., B., or C., regardless of any
other cause or event contributing
concurrently or in any other sequence to

the loss.
(Kl =2 — Vv — TV —INEEHHFTIC L D Merck % Ace American 72 & | 12T BRI Z b &1
YERL)

EF 7 TMerck X Ace American] DEHIDBIE

HE RE
OBEBRASKIH L E PR BT OV TIL, PRBRE O G eIfs 2 K+ 5 & 5 12,
PRBRIA 2 IR %,

OA— Y 27 8RRIE, @HEEE SV 27 (ZHEH SN BB 2 A 7 DR

TR AR TH Y., REREBFICHEEMEZHRICREETOIHREN WGE, Dty

& L7 HIBlED BHARBRE OFEIRCE OO EGE OEIEIT AN WVIRY | BREIRERIC X D AE S —
Zx2h WA DH BILD,

ORI OLEIT, BV, FHEFEME, b LB INH 546, HEXEI
2 SOMERNFIREAR TG, THIE) ICHARIZRERASRA L gz o e,

O g4 13, [EHEOBEHEZMS ) CHETLIONREHENTH D,

O FTRERHIBREICR SO L, AEFHOXS OV REREEZ D L, REFRHE
WA I Sl 5,

OGN ESREEZ, ZOL I AN—HBOEFIEHAT 5 Z & 20D 7 HF
I, W\EIZZRN,

OB O M FE N, EEOBGIC X DA NA—HER I >TND Z
EEFER L TWDARILT, R EIX, YA NN B2 AT LT IEKET
OPRRENARZ D Z ENTERIZ LD LT, REFRHELZEEET., ALX
SEMEHL TV,

OB DO LEHZLEFT LD o722 L 0v6, RYBAEFHEIL, GRS
fE (traditional forms of warfare) OAIZHEHA SN 5| & T AR 2 &1L
HT 5,

OABERELEZHEZRE L TDI0E, VAN —KBE2GETIEEZHR LAY
LEA~DOEENRLIETH D,

(Kl =2 — Vv — P —INEEHHFTIC X 5 Merck % Ace American 72 & | 12T 5L Z S &1
YERR)

PP
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(2) Mondelez International 3 Zurich American

KEAY AN Z E < &b - BBk 41 Mondelez International (DL F TR 1)
38% F 72 Merck & [A#EIZ, 2017 4512 NotPetya (2 & 5 WA N—HB %2517 15 8,800
TV vOBREEZ T =, Ftix, 22— U 27 OMPERBKRZ K L Tz Zurich
American (LAF SRR 2060 TEGHHY, 840917 2% 5 (Hostile,/Warlike
Action Exclusion) 4558 | 392 ARYLIC PRIG: SCFA 2 FEAf S T2 72D | PRI A Z 2R |
2018 /£ 10 HIZA U /AN v 7 #&EIEHIFT (Circuit Court of Cook County) 40(Z
ik L7,

AFRHNT I T H AT Merck OFZ & [FIERIZ, [NotPetya Z{# ] L7zt A N — KB
MR TIZEDEDTHDLINE DM PR EBRoT, ZHICB UREIR, T IRR
SARE, BN ZRFEL A SRAE L TRy EER LKL, R RBRES T,
NotPetya I%, fERIUICED D, THOHYE 721 THEBIR 21T 4 ) 1T304 T 5 L EiRL
41

ZOFHNE, Merck DFERIHE , A N—{RER~O THERPRERE) HHO G %
KHHEHE L THHZEDTA, 2022 4F 10 H 27 H D& (closing arguments)
BRI, JE « #5070 BRREADEUFIF OB AL T (motion) 2 T, Hik a2z 5
LT Lz, WmithiZ, ORI TICET AREEZAFE L TWRWAS, HHsk
ORI L VR LT & & 2 B 548,

6. LMADHA N—BEREFELS LUVAA DT
ATTERC#EL D, 2017 0D NotPetya (28257 W A0 = T ELEZ KD, 2 L RSt
& DEOWEER G A E 23 LT, RBERCB N T, [EEOSHRIC L DA =K
BICLD2BEELHRRICHRE LT HHUE] OBREBBMGIh T 544, KETIX, LMA O
TERL Lo A N—BR G B4, RIFEA~ONIG, BXORGHELBEE L2 A XD
TRIZOW AT 5,

38 Mondelez I3, AL, X7 alfg HRE MO - SIS THY | ZTICTERaRF ¥ R

NY —Tp EERIRT T FERT D,

39 Brian Corcoran, “What Mondelez v. Zurich May Reveal About Cyber Insurance in the Age of Digital

Conflict” (Lawfare, 2019.3) (212 &, Y%A ESREIL, Merck DRRZK D THOHH), #AH001TA%

HEHE] LIBEERNEDO LS THh D,

40 REFGHIFTIE, A F Y ZA0KE R EITFEET 2HBIFTO—FE T, 22 CHBIPT BRI 2R RIS, HF

NEMZKE L TEEEZRWZZ bttt oz, AU 7 AINTik, KEIEHIFT S — R iER T

L7poTWA,

41 Tom Davis, “Insurers Pitch Stand-Alone Cyber Policies as ‘War Exclusion’ Faces Uncertain Future”
(2022.4)

42 Lauraann Wood, “Mondelez, Zurich Settle NotPetya Dispute Before Trial Close” (2022.10)

8B IRHOERIL, WEFNRENENOIXH S EAET LD L THD,

44 Mirza Salam Ahmed & Ben Dyson, “Cyber insurers wrestle with war exclusions as state-sponsored

attack fears grow” (S&P Global Market Intelligence, 2020.1)
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(1) LMA QYA N—EBERELE

7 A A% (Lloyd’s Market Association : AT [LMA]) 4513, 2400 REiZHiz
Y 2N Cyber Business Panel (2B W CRipIA B, 2021 4F 11 A1, HphRle
YA NR—LRRET D, 4 FETD [§RGr YA N—BF48 BRIV A RN—F XL — 3
> %5H (War, Cyber War and Cyber Operation Exclusion) ZRIH : LAF 4o /N —H§ 4
BERHE]) #AKLT,

ZORBRBUK T 2 ERF T2k, A NIRRT A RX—F R — g

(Cyber Operation) | OREEZEAL TS Z L HLWE (attribution) 490% RET
LD THEAEZRELTNDZE, YA N—HBEDHR L 0D TWEARF R 72—
A | OFBEELDEINCTHEIEEICLTND I & BIOERY 27 2 HE ERJKT 2
G 2R E L TWD Z & Th H50,

ZORBFREOF THILIMEH S NZLETH D A —F L — 3 (Cyber
Operation) ] X, HZEICL D, FLIFEROEDIZa L Ea—F AT LEHHL,
MEO, FlHMENO 2 o B a—2 v AT A EOTEHR AR (disrupt) . #5715 (deny) .
51t (degrade). #E (manipulate). F7-I13¢E (destroy) 52 &1 EEHZESN
Tk, WK EZMN 2 TS (war) | s1E XBISA TV 2,

4H5OHREFHEL S, ORBOHE, QYA N—FXL—2a Y OEMFRIZET S
BiE, OMFEDOER. O350 A—FTHESL TV,

Fo, TZORBEFENEH IND Z L DI ELE A RSN EA->TND 2 &) b
PRFRBEICHE L TS Tnd,

B ILMAX, YoV —hDO~vFx—V 72—V "M ETHERINERIETHY . v A XHHESM
HOIZDFMECTHAN 22 AR AR L TV D, BB, v 2=V 7 - 2=V = NI 12U EDv
Ur— FOEHEEBEMISETHY, SIREBEREV TV — NOEBERIEHELTEAS TN D,
46 YA N—RBRITIR, B A N—{RER L | MPERBRPEHE R IR 7 SR DO RERIZ YA N — Y X
7 DAHE 2 A U TR A N —RBRD & 5
47 LMA5564, LMA5565, LMA5566, 35N LMAbB567 45 L. Z4iLZ4L No. 1 7*5 No. 4 DFEF IR
HILTW5,
8 YA N—iF (Cyber War) | LW HXUFIX, ETFAFREDZ A M LPHWLNTE LT, 4
DETNVREOAIZIZ T I 2w, EREFREATO THEEOER) OEHICBWTYH, [ L
YA NR=F XV = a ] ORBHPENTEY, A =g ([ZOVTIE, ERL TV,
OEMEIRE LT, [HBRIBELIRRBREPAONCT LI L) R, [HMBEZRHETLHZ L) 2B, BHE
BEET A N—HETHNT, BEHIBUT - MilkETHLZ L) #EBKET D, ks, 13—
D EHTEB VT, lattribution) 1%, HIZ Vi), £720% E) R biRENDLM, ARTIX &
EIRlE) & OFEREHEHT 5,
50 Vincent J. Vitkowsky, “The New LMA War, Cyber War and Cyber Operation Exclusions for Cyber
Insurance Policies” (HB Litigation Conferences, 2021.12)
5L Z DY A N—HPREFET VEHEOF T HFE (war)] 1T, EAEOFEII)» DT, OEFRIC
LD MENT RS 2 BRI A DT, F7 3Bk, REL. A, BEIO—E8, BIOV 03 OB,
INHIRERE . E T AERURIC L D ERITEOMEICESL . BEFEL OO, I, EAk.,
MH, MPEEOME, FHIFEEEERIN TV,

IR LA — b 51415 2022
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a. RAEFEOREARICOWNT

LMA OFBRESFHEO, FERFTEIIREL 8D LBV ThH D,

LMA5564 (No.1) . 4 SOREFREO P TIE, REOISEIAINK SIS (il
DOXFBRHFPHNTEL ), TRTCOP A NR—F R —2 g U EHEOFELE L TWND,

LMA5566 (No.3) 1%, OFOmfE TITonl A "—F XL — 3 v QFFED
EZFMEICBT LA NN—FX—r 3 v BROOGEDMLEARF R/ —E 2D
72 ERAREICER BB L RFT A N—FX—va v, O 3 DOHREICHE
DXRFGEPAZ RE LTV D,

LMA5565 (No. 2) OEXRRO&FHIT, LMA5566 (No.3) L2<[FULTHDI,
RERESFA DR L 72 D (RO, @, @LISK) DH A N—=F XL — 9 2O T,
fERNZ 1 Flds KOOI R O SHARER A R ETE 55 NL 7> TV, LMA5566
(No. 3) L VRBEBHEDEZ Y A7 &b D L RoTnD,

LMA5567 (No.4) OMEXZOFMAIT, EARICIT LMA5566 (No.3) LR TH
DN NNARB T ¢ T« A N—FFES2] ZMERRICEZDTNDTD, 4 DD
BHHREOHPTIX, REOXNGEANR IS FIEOXIGEHANIAL) oo TnD,

K% 8 LMA DY A /N—BEFRBERE

JRX B A GE{RER
1. Notwithstanding any provision to the 1. RIRBEOBIBEDEDIT N 6T, AR
contrary in this insurance, this MRk, BeFE T A N —F XL — 3
insurance does not cover any loss, VCEBEEITEENICH EREZ SN
No. 1: damage, liability, cost or expense of any 7=, HLPAEEOHEK, HE, BHES
0. kind (together “loss”) directly or £, BH (LI MK LK T2) %
indirectly occasioned by, happening L7,
LMA .
through or in consequence of war or a
5564 .
cyber operation.
2. The insurer shall have the burden of 2. RBESAEIE, ZoRBEFEN/EHAIND
proving that this exclusion applies. ZLEONGEEEEAI LD LET D,

52 NARE T 4 « A N—&FE (bystanding cyber asset) & X, #RKREE /- F— 2 - 7
NAFT=PERTDHa L Ea— 2 AT L0955, WHIIC EELZ T ZE] ICHEL TV, H
ANR=FX =g MLV EEEZ T bOE/HET,
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No. 3:

LMA
5566

1. Notwithstanding any provision to the

contrary in this insurance, this
insurance does not cover any loss,
damage, liability, cost or expense of any
kind (together “loss”) directly or
indirectly occasioned by, happening
through or in consequence of:

1.1. war or a cyber operation that is
carried out in the course of war;
and or

1.2. retaliatory cyber operations
between any specified states; and
/or

1.3. a cyber operation that has a major
detrimental impact on:

1.3.1. the functioning of a state due to
the direct or indirect effect of the
cyber operation on the
availability, integrity or delivery
of an essential service in that
state; and,or

1.3.2. the security or defence of a state.

(No. 1: LMA5564 %5 2 4IZF L)

1. REEBROBIBED E DI Do 6, A

fRix, LFOFRICL Y EEE -3 MEE
FICBI &R Shi-d b HHEEOE
Je, BE. BEEE. BA LT A
K] ERHT D) HMIE LR,

1.1, W42 i3m0 bz
ANR—=F R =gy, BXOS/F7/-
%

1.2. ¥rEDE #2) WoWMER R A N—
AR —var, BIO/F2X

1.3. UTFICE#HONAIC, ERATEPE
2 RIETV A N—F R — g
1.3.1. ENOLERF R —EXDF A

M, saetE, iR 5 Y
AN—F_RL— g 00, BHEME
TR B L D, EFEOH

. BLO F72i%

1.3.2. EHOLEMREE, F 72130

No. 2:

LMA
5565

(No. 3: LMA5566 %5 1 5IZF L)

(No. 1: LMA5564 5 2 5:IZ[F L)

. Subject to the exclusions above and the

other terms, conditions and exclusions

contained in this insurance, the

following limits shall apply to any
other cyber operation(s):

3.1. {response} for any cover in relation
to all loss arising out of one cyber
operation;

3.2. {response} in the aggregate for the
period of insurance. These limits
shall apply within the full policy
limit and not in addition thereto.
Unless an amount is specified in
3.1 and 3.2, there shall be no
coverage for any cyber
operation(s).

. FREOBRESRE, 26 IIARBRICE

N5DEOMOLEIE, IO EFHEICHE

VW, LT OFERERED, £ oot A

NI R —v g NZEHEnNsbo L

T2,

3.1. 12DV A NRX—F_V— g VIZER
T 5T X COBKICET 5T TOM
IR LT MRS URET 54
(N

3.2. RREHIMF OEF T IEMITIE U
ETDHEH], ZNDORERHEIT, #
3 52 0 4 R B AE D N Tl T S
HH0E L, FILUTEMT 5L DOTIE
v, 8.1 BLN3.2 T, MiEIRESE
DR ENTWARWESIT. Wb
YA NR—F R — a3 b Shis
W,

BT L — |

H14175 2022. 12
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1. Notwithstanding any provision to the
contrary in this insurance, this
insurance does not cover any loss,
damage, liability, cost or expense of any
kind (together “loss”) directly or
indirectly occasioned by, happening
through or in consequence of:

1.1. war or a cyber operation that is

between any specified states

1. REEBROBIBED E DI Do 6, A
Mix., LR OERIC LY B E 230
BINCBI & Snizdb b AFEOE
g, BE, BHEET. B LT A
K] ERHT D) HMIE LR,

1.1. &5, FREFESFOEETIThn
YA N—F XL — g, BLOS/F

carried out in the course of war; 721
and,or \
1.2. retaliatory cyber operations 1.2. BEDE 2 MORE YA X—F

Rl —y g 4280, 229U ELORE

No. 4: leading to two or more specified @IZ)) VLS T E B Lot
- states becoming impacted states; Ha. BIO/F£0E
LMA and/or . I ,
5567 1.3. a cyber operation that has a major 1.3. UL FICREMONEIC, ERRELE
detrimental impact on: ERIFTH A NR—F R — 3
1.3.1. the functioning of a state due to 1.3.1. ENOMERA R —EXDAH
the direct or indirect effect of the P, SEAME, EidRMic 5
cyber operation on the ANR—=F_ = g0, BEHFENE
availability, integrity or delivery TIIHERRE I X D, EEOMH
of an essential service in that e, BLO/ FE2iE
state; and,or
1.3.2. the security or defence of a state. 1.3.2. EOREMRE, FiXbh
2. Paragraph 1.3 shall not apply to the | 2. & 1.3 THIL, VA —F XL —T a3
direct or indirect effect of a cyber WD, NARB T T A N—EJE
operation on a bystanding cyber asset. FOF T EBE E T R e BT
Jﬁ)ﬁ SNV boET 5,
(£ 1) LMAB564 7> LMAB564 (13, TNENREKEALDOKREIZ, No. 175 No. 4 BMfFEh T

JE2) MFEDE (specified states) | & LT, ESRATIE, HEH, 77X,

5. RPBAKFE T, HHOMEE E No. 2 DHIIZ

No. 3 Z#E# L T\ 5
KAY, BAR, av 7,

A XY A, BLOKED 7T HEPZFET LI TWD,
(1 3) T##E% %17 7-E (impacted states) | &%, ¥4 X—F XL — 3 2L - T, No. 4 LMA5567

Jopse

FBI3HIEDD [HRKREZELLITH AN~ ay] 2200 EERET,
(Hi8 : LMA, “War, Cyber War and Cyber Operation Exclusion” (2021.11) % % & (Z/ERR)
b. EEREDREIZONT
ERRBEOHEEIL. 4 0EFELE LILBEOHEIZZZ->TWE (KE ISR, EFF
Bk, BRI, T A R—F N — g VN h W EEZ T ma s B a—F 3 2T A

DEHET AE ] OB ORI L AL DL LTS,
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3. The primary but not exclusive factor in
determining attribution of a cyber operation
shall be whether the government of the state
(including its intelligence and security
services) in which the computer system
affected by the cyber operation is physically
located attributes the cyber operation to
another state or those acting on its behalf.

. Pending attribution by the government of the
state (including its intelligence and security
services) in which the computer system
affected by the cyber operation is physically
located, the insurer may rely upon an
inference which is objectively reasonable as
to attribution of the cyber operation to
another state or those acting on its behalf. It
is agreed that during this period no loss shall
be paid.

. In the event that the government of the state
(including its intelligence and security
services) in which the computer system
affected by the cyber operation is physically
located either:

5.1. takes an unreasonable length of time to,
or

5.2. does not, or

5.3. declares it is unable to

attribute the cyber operation to another
state or those acting on its behalf, it shall be
for the insurer to prove attribution by
reference to such other evidence as is
available.

3. A NR—F R — g VOBFEIRBELRET
HEOFERERD 1 D%, A X—F 2L
—YarDEBEZITra B a—H AT
LARYBNZTET 2 E OB CY43%E O
WIEE, B X OEARER Y2 5T
N, A N—F R — g U EoE, £7-
XZDEOEZDIITETH2EHICLDH O LH
W4 20BNk D,

4, YA NR—=F XL —2 g VOB LZ 1 T-av
o — 4 VAT ABBRCFTET D E OB
B (CUEEOBREE, B X O e Y
BERAE & Te) I XA EMTIREAMREIND E
fﬁ\%@%ﬁﬁ\#4ﬂ%ﬁKwaay
DOERFBENMUOE, 232 oEO D
1TEIT A EINTH D & ORBIINC Y o HEdh
4% = k#f%é%@&#éo_@%%
X, BRI LT, RS by
LOETD,

5, A NR—F RV —2 g OB i-a
B o — & VAT ARYERIIETET B E OB
K (UE ORISR, B XU eRiEHEY
MR A &Te) M, YA NXN—F R —v g%

thoE, F2IIZOEOEDIATEITHEIC

Xobml,

5.1. WiiET D DIZAFEUITR W 233022
YIEN= el e

5.2. WiE L7gwas, £7201%
53. MIETCEXRWEEETD
We . RS, R TEEZ th O FERLIC 3
SWTCZOEERBEEZERT LD ET 5,

(Hi# : LMA, “War, Cyber War and Cyber Operation Exclusion” (2021.11) % % & (Z/ERR)
(2) REFBE~DORIG
a. REFHEOFEAKNR
LMA OB REORREFFIC X D APRDUZ DWW T EARR 22 fF #HIT 720 A5 2022

FETHICAESNTZ AV AOREES LD, F20UE 4 A»S 6 H) I2kB0n
TIE, vy RUBRBRTIBIZSMNT 2 RSO A /S — LRI O LR K~ O xR
X, LT LB 2ot Tng

O NMA464 (k& 7 EIE % N2 1= 0 B SR O

@ NMA464 % 5 L2l 2 e B SR DOVERL

53 WTW, “Cyber Insurance Market Update: Q2/H1 2022” (2022.7)
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@ LMAPERLIZ4BRESREY bOWT 1> (KE71% LMA5567 (No. 4))
LY

b. fREFKBEOMER DR
LMA OARLTZHREFBEICHL T, v— T =id, LTFO XS RRESNH D & Eh
LT %54,

O [EKRZRERE (major detrimental impact) | <° [MEARAIK /2P —E R
(essential service) | 72 &, AHAMARHEESHAWVWOLNTERY . MiEoxR L5
FHLE L, L TRVWEZRLDXNTERN,
O EBEWBEOFTEZUTORMERH D . IRRSHICAFIZNE L o> T D,
OIERerE, EEEM, £72IXBORMEEICEIRR . A NN—KBOEE L% -
AU B2 —=F VAT AN, WEIICIHET 2EOBRFOFIIC LY | BiEmE
DEXHENDAREMEDRH 5,
© LT T-BUN] 2. B OEBEEREZIIC LW a, (RS,
(%8BI 2Y (objectively reasonable) | & IZED X o5 RGE%2ET %MW
MEIZER LRWEE, TRBIAICZY ) 7Z2MERIZ X D HERRITARIL T 5 rTREME
JARY SR
ORI HEE OFBEE LT, BIRERREMASIK 2 LI, FIH TR & oo
FEHLZ L > TEMMmRZFEHT 2 2 L T&E 5,

Rz, AHIEKRR (BUR-CREIR 22 &) ICEERBOREA Z 2K+ 5 Z Liik, BT
D& RN D D & EERRRIEREB I SR STV %5,

O BUFIF, FEAEDHANRN—A 2T FORREAFZLTE LT, RENR
AL 72\ FIIERE A ERICS DT 2 L 2RET 572 L, a2l TA
T DHZ LITHBHITH D ATREMENR B B,

O RAICHEMEmBZYPMRIZT LI L LY., HEEE ORIFRBIAH - SRFEHIRERO
MEFFAMBICT D ATREMED B 5,

c. V=22 tSauonNVBRIRICEARBEFEOER
~—3 2 DR LR ESREORBESICHOVWT, LMA, oA Xy P — 1k, BX
RS2 ED G 21T o TR, 2 OGBS MENR, MLNOE T, 1 2FE 72T

54 Marsh, “A cyber continuum: New ‘cyber war’ exclusion language raises concerns” (2022.2)
5 Carey Olsen, “Reforming the ‘War Exclusion’ in the context of rising Cyber Warfare” (2022.7)
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B LMA ORBEFEERMT 52 L 2RI L6, £io, ZOMm#EOT T, v—v
2 b X2 UAUERIRIE, ARRICR D B ER A LA L, LA T LMAS567 ZE T
LT BT R BRERF B L O A N—F XL — 3 U ESRE (War and Cyber
Operation Exclusion) 57 Z/ERK L. 2022 4E 6 HIZAE L7z (BEREAIZOWTIER
F10 % FLHMRBIZOWTINE 11 2B ) . Z OHREBEFHEOIERIZEE L T,
WithE, B TOBLEN OB EITo72 8 LTV D,

O HELFETIE, HFEOBEIZX DY A S—BRIR D GiEFH 2 AT D2
Enb 5,

FuBSRIAIL, (TSR 2 AR T D DD EBfEIC L,
v OBEE DORRIZRET HRETH D,

(A N—F R — 3 ), THERREPE) WELZEH, [WEARH
RIpP—E R Ip EOFIITEAT HEIT, LEOERIZOWT O 4 [0
WE, FETITEDRICIZ D720, TELLEUTHMEICT 2 M0ERD D,
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1. Notwithstanding any provision to the contrary in
this insurance, this insurance does not cover that
part of any loss, damage, liability, cost or expense

HAFERR
1. AERBROBIBEDEDIT 0D BT Ak
BRIZ. ROWEFRNITEEE T DK, #H
E.OREEME. B CUT X)) 24

of any kind (together “loss”) resulting: B L 72w,
1.1. directly or indirectly from war; 1.1, EEEF XM RN D
1.2. from a cyber operation that is carried out as H D

part of a war; or 1.2, #EFro—Hp & U TEM Izt 1

—F_XL—valkbbo, i
EMEFR L, ¥BEZITEICSE
LY AN—FXL—a il HbD

1.3. from a cyber operation that causes a

sovereign state to become an impacted state. 1.3.

Provided, however, paragraph 1.3 shall not apply

to the direct or indirect effect of a cyber
operation on a computer system used by the
insured or its third party service providers that
is not physically located in an impacted state but
is affected by a cyber operation.

7272 U5 1.3 THIL, W8 % )
T2ENCFTAE LRV, H A NR—F L —
varOBETITL, RRE EE
ZTOEZF I —ER - Tua (X —)f
AT hara—F A7 NIk 5

ANR—F R — g o0, BEEEFIEM
BORBITEA SN WD LT 5,

(H# : Marsh & Munich Re, “War and Cyber Operation Exclusion” (2022.6) % % & IZ1ERK)

56 Marsh, “A cyber continuum: Cyber war exclusion — moving towards clarity” (2022.8)
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3. In determining attribution of a cyber
operation, the insured and insurer shall have
regard to whether the government of the
impacted state formally or officially
attributes the cyber operation to another
sovereign state or those acting at its direction
or under its control.

In the absence of attribution by the impacted
state, the insurer may rely upon a
reasonable inference as to attribution of the
cyber operation to another sovereign state or
those acting at its direction or under its
control having regard to such evidence as is
available to the insurer.

In the event that the government of the
impacted state either takes an unreasonable
length of time to, or does not, or is unable to
attribute the cyber operation to another
sovereign state or those acting at its
direction or under its control, it shall be for
the insurer to prove attribution by reference
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WTExHHLDET D,
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to such other evidence as is available.

(Hih . Marsh & Munich Re, “War and Cyber Operation Exclusion” (2022.6) % & & IZ/ERR)

(3) A XDFI/ZEME~DIETR

7 A A1, 2022 4 8 HIzHsH L7c Thidmds (Market Bulletin) Y5381 (2T, ¥
U= MIX LT, 2023 4 3 H 31 ALK, A S—REROFTHL « HRKICB W
T, HRORAET 2V A4 N—WBITER T 2B EFIC OV THRELRBEOIN 2 BHIT

L¥a R L,
ZOMGEEOF T, vl XX, A=Y R 7P H U X2 (evolving risk)
ThorelL, MBIVAT IV IV A7 E2 BT L INIIEUREENLETHD &
LTWngs, oA XEFRIC, X7+ =< 2FH, MiEMESL T A2
(Performance Management - Supplemental Requirements & Guidance) | 59235\
TPV RTER|EZTHEMEEDD L LI, THRUTEY LEBRWEEIZIE, 5l X
AT 2T RTORRE LUOHRRENICEARERHAEZZ0 L 2R EZED TN D,
24 X, B O~vx—Y 7 - =—Y = b (managing agent) 03, [EF D
FIGIC L DT AN—KEBY 27 (T 2R EREL, FERIORREKINE Y AA T
LZEERELTNDHELABRNG, AN RREZGEZT LT XTOY Y r—F
23, TG KIS <. B3 (robust) XEZMA] L7 BRI AR
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(Hi 8 : Geneva Association, “Cyber War and Terrorism: Towards a common language to promote
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(Hi#h : Geneva Association, “Insuring Hostile Cyber Activity: In search of sustainable solutions”
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